INTRODUCTION

THE VALUE OF expert.al
SEMANTIC TECHNOLOGY
FOR INTELLIGENCE

From counter terrorism, cybersecurity, anti-money laundering and fraud
protection to network intrusions and malware attacks, private and govern-
ment organisations must protect against a threat landscape that is both
asymmetrical and increasingly sophisticated.

Today'’s diversity of information types and sources have introduced new com-
plexities into the intelligence analysis environment that has made it more
difficult for both businesses and the technologies they rely on to provide actio-
nable and effective insight for decision making.

The value of a security and intelligence solution is its ability to use all ofthe
information available and provide the tools that analysts need to gain visibility,
context and insight from data and information. The semantic technology of
expert.ai brings cognitive capabilities to provide the right information at the
right time in the proper context. The result is meaningful, actionable intelli-
gence that enhances insight, fuels more knowledgeable decisions, and stren-
gthens what analytics can reveal.
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Confronting today’s
challenges forinformation
and analysis

The explosion of the Internet
of Things (IoT) is supplying
an increasing amount of data
generated by users and
devices, adding a new
dimension to what we now
think of as “big data.”

Data

Organisations need different types and sources of information to better
understand the world around them and give context to it. The informa-
tion that companies rely on for business and security intelligence today is
increasingly diverse and generated at a volume that frequently strains
traditional processing and analysis tools.

Unstructured data in the form of text found in most intelligence sources
(for example, reports, watch lists, transaction and call records, web
pages,blogs and on forums or social media) proliferates in open sources
freely available on the web, as well as in proprietary knowledge bases
and institutional or intelligence community sources.

Also, the explosion of the Internet of Things (IoT) supplies an increasing
amount of data generated by users and devices, adding a newdimension
to what we now think of as “big data.” According to IDC, by 2020, 28.1
billion devices will offer connectivity and data. This includes data from
smartphones, but especially that from sensors in everything from
machines and equipment, to GPS and RFID data, feeds from satellites,
traffic cameras, video surveillance, and personal devices such as those in
vehicles and home appliances, many of which we'll be able to
communicate with directly in natural language.

The volume of information available places limits on everything that inte-
racts with it, from infrastructure and hardware, to the technologies and
manpower used to process and analyse it for relevance and meaning.

Real-world intelligence analysis requirements

At the front line of intelligence analysis is the analyst, who is tasked with
the real-time production and sharing of knowledge that can provide the
foundation for decision making and detection of existing and emerging
risks and threats. This means not only capturing what already happened,
but also reporting what is currently happening and what might happen
next. This includes rapidly evolving and multifaceted events (geographi-
cal, political, environmental), as well as nuanced details and patterns
whose significance for current or future threat may not be easily under-
stood at the time.

Today'’s analysts need tools that understand the various levels of com-
plexity they encounter, and that support their real-world analysis require-
ments for all of the phases of the analysis process, from collection and
discovery, to qualification, investigation and on to decision making and
threat mitigation.



Analysts need tools

that can help them to see the
information that matters
clearly.

Intelligence Scenarios

To ensure that this volume of available information doesn’t drown out
weak signals or blind them to important information that is not obvious,
analysts need tools that can help them to clearly see the information that
matters.

These are just a few of the common scenarios that analysts encounter:

An OSINT analyst creates the organisation’s daily report, an essential
tool used to support its intelligence and business strategies, by
exploring a variety of information sources—news and stock feeds,
blogs, forums and chat rooms, social media—to identify news and
events, follow up on developing situations and listen for emerging
trends and signals. How can the analyst manage so much data and still
effectively identify threats and opportunities before it’s too late?

A counter terrorism analyst monitors the most recent comm-
unications between the members of a terrorist group. The volume of
information acquired -- email, SMS, chats (and other data coming from
COMINT activities) is too much for one person to handle. How can the
analyst focus on the areas of greatest interest?

A Law Enforcement Intelligence analyst who coordinates the organised
crime unit manages thousands of reports. She typically handles court
cases, where documents are filled with valuable information (i.e. “John
Smith was arrested while driving his Jeep Patriot license plate ABC-1234
in Los Angeles, along with his passenger, Joe Thomas, boss of a
suburban San Francisco gang.”). How can the analyst automate and
optimise the process of analysing and structuring this information?



The limits of traditional
applications

When it comes to managing
the complexity and diversity
of today’s and tomorrow’s
data, traditional approaches
fall dramatically short.

m A CERT operator analyses new reports and signals concerning

everything from the spread of malware on the network to the possible
theft of bank account information and eCommerce site vulnerabilities.
In addition, they need to be able to identify relevant information for an
energy company whose facilities are at risk due to recent cyber attacks.
How can the analyst accurately identify all the relevant reports and
vulnerability indicators necessary to ensure protection against cyber
attacks and threats?

Strategic information analysis informs all of your intelligence processes.
Achieving a high level of performance requires more than just a few
automated processes or a simple monitoring or keyword recognition
tool; you need software that reads and understands like an analyst.

When it comes to managing the complexity and diversity of today’s and
tomorrow’s data, traditional approaches fall dramatically short, especial-
ly when it comes to two key areas:

Manual to automatic analysis

Extracting knowledge from unstructured data is a time consuming activi-
ty. The daily productivity of an analyst usually does not exceed 20 pages
The analyst must read it, highlighting areas of interest, and then
entering it in a system — (the average text requires about 30 minutes
for processing). Therefore, analysts must be able to relyon systems that
can automate as much of this work as possible but with a combination
of human-level intelligence and contextual knowledge, and the reach to
access every possible piece of information. Ideally, it should read like a
person would, meaning that it should be able to identi- fy the sections
inside a piece of content that are relevant for your analysis, extracting
specific sentences and claims, and present them to you for validation.



Software must be able to read
and comprehend human
information in content.

Introducing expert.ai
for Security and
Intelligence:
Innovative

Cognitive Technology

From keyword to meaning-based

Traditional search using keyword- or statistics-based approaches or that
apply matching algorithms may fail to link seemingly disparate but
related subjects, actors, activities, organisations, or topics. A simple
phrase, “Mark, with his brother Jack, drove a Cadillac in New York on July
19", contains several entities and relations to identify: people: Mark and
Jack; family relation: brothers; car model: Cadillac; place: New York; date:
July 19. Software must be able to read and comprehend human informa-
tion in content, categorise at sentence level, distinguish between
entities in text and their attributes (not just those on a target list, but all
entities), identify relationships between them and solve anaphora, and
more, across vast volumes of documents.Fortunately, the right tools can
ensure that you're able to take advantage of all of your information to
meet the requirements of analysts who need to process it and the
security and intelligence operations that rely on it.

Cognitive technologies like expertai strengthen security and
intelligence applications by employing the understanding, reasoning
and learning that help reveal and interpret nuanced information,
patterns and even weak signals in real-time.

Based on artificial intelligence and cognitive algorithms that simulate the
human ability to read and understand language, expert.ai understands
the meaning of words in context, understanding virtually everything in
all the content required.



In Security and Intelligence operations, this helps you to:

Make sense of intelligence data

expert.ai combines an understanding of language similar to how an
intelligence analyst thinks and processes information with the
processing scale for large volumes of data. As a result, expert.ai’s
processing makes immediate “sense” of the data, adding context to the
content and at a fraction of the traditional analysis time. This
understanding of the meaning of language in context is especially
beneficial in scenarios where adversaries communicate ambiguously
and intermittently using slang, analogies and code words or phrases.

Mitigate cognitive biases

expert.ai’s unique value lies in its ability to replicate the absolutely
critical contribution of analytic diversity and helps mitigate cognitive
biases. A powerful set of ontologies accommodate a wide range of
assumptions and/or hypotheses, and tailored taxonomies for highly
specialised problem sets can be produced and integrated, further
augmenting the power of the semantic engine.



Among the most important
features of expert.ai is the
ability tointegrate it at
various pointswithin an open
architecture framework and
make other analytic tools
more effective.

Test hypotheses

By augmenting cognitive activities and facilitating the analysts’ processes
of creating hypotheses, analysts can test multiple hypotheses simultane-
ously and produce interpretive analysis. It serves as an enabler to engage
in broad horizontal (creative) thinking and deep vertical (critical) thin-
king excursions within large amounts of data in a way that is expedient
and revelatory. This extensive and in-depth view of data can accelerate
cognitive activities, helping the analyst discover truths, solve complex
problems, make good decisions early, cue sensors and disruptors, and
prevent surprises.

Provide forecasting and foreknowledge

This is especially effective for Indicator & Warning analysts who must go
well beyond typical evaluation and reporting. Instead, these analysts
must transform information into knowledge and foreknowledge,
applying intellectual rigour and exceptional tradecraft to compensate
for absent evidence and make information actionable. Their trade must
be plied in a data environment that makes the “needle in the haystack”
challenge seem easy.

Speed up the analysis process

expert.ai’'s “Smart Ingest” feature produces high performance data that
developers can easily integrate into existing analysis platforms and
applications for faster evaluation and analysis of documents, web
pages, social media data or any big data sets or real-time information
streams.

Optimise existing technology and platforms

Among the most valuable benefits of the expert.ai is integrating it at
various points within an open architecture framework to make other
analytic tools more effective. This adds further value for customers
because they are able to optimise their existing investment.

expert.ai’s case management software supports analysts in the creation, management and distribution of strategic knowledge.



expert.ai Solutions for
Defence, Intelligence &
Security

Unique Benefits

Deep understanding of all relevant information

Correlation of events from a variety of sources to reveal patterns and
trends

Detect threats in real-time and as events evolve

Reduce uncertainly to drive better, more informed decision making
Transform your security model from reactive to proactive

Effective information management that does not overwhelm analyst
teams

Powerful Intelligence Features

Sense-making: Process text in natural language while adding context to
content for rapid and deeper understanding of the meaning of data.
Smart Ingest: Deliver rich and sophisticated metadata while categ-
orising content according to taxonomy and discerning key entities and
relationships.

Enrichment Analytics: Create, share and apply knowledge at any scale
and across any I&W problem set.

Inference Analytics: Enable and enhance discovery of information
“hidden in plain sight” from vast amounts of data: Add expert.ai
capabilities to existing platforms.

Customised Intelligence Solutions

In addition to integrating expert.ai in existing technologies, companies
can also adopt new, ad hoc solutions based on expert.ai. expert.ai has
developed innovative, sector-specific solutions for Defence, Intelligence
and Security that include a sophisticated and efficient workflow process,
and collaboration features for rapid and effective information sharing.
These solutions allow rapid access, visualisation, sharing and distrib-
ution of open-source and internal content, with unparalleled support
for every phase of the intelligence cycle. They are tailored to fit the
analyst’s perspective and the user’s domain, supporting collaboration
across the organisation’s analytics teams, and offering a fast way to find
content on open sources and internal databases.

Case Management Software
Supports analysts in the creation, management and distribution of
strategic knowledge.



expert.ai’s primary capabilities include:

Categorisation: During the categorisation process, a document is auto-
matically assigned to one or more pre-defined categories in a taxonomy.
expert.ai categorises documents according to different customised
taxonmies (geo taxonomy, crime taxonomy, emotions taxonomy), etc.

Text Mining: Text mining and named entity recognition (NER) are infor-
mation extraction tasks that seek to locate and classify a text’s atomic
elements into pre-defined classes (entity types). expert.ai extracts
several types of entities: standard entities (people, places, dates, etc.),
semantic tagging and domain-specific entities. expert.ai reveals entities
which, although not explicitly cited in a text, have a strong, consistent
connection with entities already detected in the content.Thanks to a
specialised module that detects and extracts entity co-occurrences,
expert.ai also extracts the possible relationships that exist between
entities.

Fact Mining: Identifies facts, as well as the entities (people, organisations,
places) and tags (URLs, phone numbers, emails, etc.) that may be related
to them, combining categories and entities within the same sentence.



Conclusion

About us

For security and intelligence professionals tasked with protecting
digital and physical assets, protecting against threats and providing
timely intelligence, generating knowledge from data is essential. While
the causative factors that underpin attempts to predict future physical
phenomena (such as weather forecasts) are bound mostly by the laws
of physics, no such laws constrain or define human behaviour. As the
intelligence analyst attempts to determine what a person, a group, or
even a government might do six months from now, the process is
dominated by unknowns.

Analysis within the intelligence business is manifested by extracting
meaning from ambiguous information, compiling comprehensive
understanding from fragmentary indicators, discerning threat amidst
seemingly benign activity and data, and projecting future actions
and outcomes based on episodic observations of past behaviour.
It is difficult and sometimes daring work wherein success results
from applying collective brainpower as a finely tuned and
conditioned instrument. With expert.ai technology business and
government analysts can make that difficult but critical leap with
more confidence and precision.

Expert System rebranded its Natural Language semantic technology to expert.ai in October 2020. The product suite was formerly

known as Cogito.

Expert.ai is the premier artificial intelligence platform for language understanding that augments business operations, scales data
science capabilities, simplifies Al adoption and provides the insight required to improve decision making throughout organizations.
The expert.ai brand is owned by Expert System (EXSY:MIL), that has cemented itself at the forefront of Al-based natural language
solutions across Insurance, Banking, Publishing, Defense & Intelligence, Life Science & Pharma, Oil, Gas & Energy, and more.

www.expert.ai

© expert.ai 2020

Agents for South East Asia
www.raedanai.com
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